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Abstract. Privacy nutrition labels have emerged as a compelling alter-
native to lengthy, complex privacy policies for effectively communicating
privacy information. In recent years, research on privacy nutrition labels
has expanded significantly. However, a literature review of privacy nutri-
tion labels is still lacking. To address this gap, we created and analyzed
a dataset of privacy nutrition label papers from 2009 to 2024. We qual-
itatively coded the papers published in the past 15 years, and revealed
characteristics of existing privacy labels research. Our findings highlight
areas that have received more attention and those that remain under-
served. Our analysis also shed light on common methodologies in existing
studies and the different communities of stakeholders. We conclude by
reflecting on the gaps in existing research and discussing where future
work can focus on.
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1 Introduction

Privacy policies have traditionally been the primary way organizations communi-
cate data practices, but their complexity and evolving digital landscapes have led
to alternative methods. These include web-based cookie consent notices [29)], pri-
vacy icons [31], and tailored mechanisms for new interfaces, such as robots [73],
often combining text with voice, shapes, and visuals. Privacy labels or privacy
nutrition labels were first proposed by [55] as a concise alternative to lengthy
policies, and have gained traction after Apple and Google mandated them in
2020 and 2022 [46]. Despite their potential, privacy labels introduced challenges,
including inaccuracies, inconsistencies with privacy policies, etc [A/40/50].
Privacy labels, designed to serve diverse communities and purposes, present
significant opportunities for HCI research and interdisciplinary collaboration. To
map this field and identify areas for impactful collaboration, we present a review
paper summarizing existing research on privacy communication, focusing on pri-
vacy labels. As the field grows, our survey examines its current state, historical
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context, research gaps, norms, and provides an entry point for newcomers. Un-
like prior focused reviews, our work offers a broader perspective, emphasizing
the multidisciplinary nature of privacy label research. We reviewed privacy label
research across seven major academic databases: ACM Digital Library, Web of
Science, Scopus, IEEE Xplore, ScienceDirect, SpringerLink, arXiv, and Google
Scholar. Our research addresses key questions: Who is the focus of privacy la-
bel research? What are the goals? What are the most common methods? Are
user perspectives considered? What gaps exist in current research? This paper
characterizes the field, highlights areas of focus and negligence, offers recommen-
dations for future studies, and provides an open-source dataset of privacy label
papers with qualitative codes to support future meta-analyses.

Related work

Existing survey work highlights the multidisciplinary nature of privacy labels,
recognizing their complexity and the need to understand them from seven per-
spectives: business, legal, regulatory, usability and human factors, educative,
technological, and multidisciplinary [37I11]. Survey studies have also examined
how to design effective privacy communication. One review assessed whether
privacy labels fulfill GDPR transparency requirements [60], while others focus
on user-centric design. For instance, [5] identified key attributes of privacy visu-
alizations valued by users and experts, and [I7] extracted lessons from existing
iconography to inform privacy icon design. More recent surveys have explored
privacy labels in IoT applications. [65] critiqued IoT privacy labels for primar-
ily targeting owners while neglecting other affected users, advocating for design
space exploration. [63] reviewed tools aiding engineers in developing privacy-
sensitive IoT applications. [2] proposed a privacy and security label for IoToys,
identifying key risk factors and a methodology for evaluating toy privacy and
security.

2 Data collection, method, and analysis

Dataset Creation. To identify privacy labels papers from 2009-2024, we queried 7
popular academic databases using the key word "privacy label". Further manual
checks were performed on the initial datasets, removing false positives, disserta-
tions, and papers that were considered out of scope for our purpose. Our initial
search retrieved 894 papers and, after manual checks, the final datasets consist of
78 papers. In general, privacy label-related research papers have been increasing
over the past few years and have exploded since 2021 (see Figure [1).

Analysis. We qualitatively coded the papers using an iterative process by devel-
oping and applying a codebook. The initial codebook included deductive codes
based on our research questions, such as communities of focus, methods, etc.
The three authors then went through two rounds of independently applying and
updating the codebook, using a randomly selected set of 30 papers for each
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iteration. After each round, the authors came together to compute interrater
reliability (IRR) using Krippendorfl’s alpha [47], refine or eliminate codes, add
new codes. The final codebook included 7 overarching codes with 2-9 subcodes
each. The final codebook is summarized in Table[Il Full code definitions can be
found in the Supplementary Materials [§].

3 Key Findings

We report the findings using the coding schema, which has seven major categories
that collectively provide a rich description of the field of research on privacy
communication from different angles and perspectives.

Category Mean IRR Multiple Code Papers/Code Code Only
Developer 23 (29.5%) 18 (23.1%)
User 52 (66.7% 42 (53.8%
Comm 0-39 (SD=0.14) v/ Regulator 10 512.8%; 5 (é.4%) )
HCI Designer 5 (6 4%) 1 (1.3%)
Before 6 (59.0%) 46 (59.0%)
Timing 0.45 (SD=0.1)  x After 1 (14.1%) 11 (14.1%)
Independent 9 (24.4%) 19 (24.4%)
Survey App 7 (34.6%) 7 (9.0%)
Survey User/Dev 23 (29.5%) 6 (7.7%)
Lit Review 11 (14.1%) 9 (11.5%)
N NLP 12 (15.4%) 3 (3.8%)
Method 0.71 (SD=0.1) v Focus/Interview 0 (25.6%) 5 (6.4%)
Static 4 (17.9%) 2 (2.6%)
Dynamic 5 (19.2%) 0 (0.0%)
Usability 6 (20.5%) 2 (2.6%)
Google 5 (32.1%) 12 (15.4%)
i0s 33 (42.3%) 20 (25.6%)
Platform 0.74 (SD=0.28) v IoT 9 (11.5%) 9 (11.5%)
Other 3 (3.8%) 3 (3.8%)
Independent 21 (26.9%) 21 (26.9%)
- Tool 24 (30.8%) 21 (26.9%)
Product 0.54 (SD=0.13) v/ Recommendation 56 (71.8%) 53 (67.9%)
AppLabel 7 (9.0%) 3 (3.8%)
AppPolicy 2 (2.6%) 0 (0.0%)
PolicyLabel 4 (5.1%) 0 (0.0%)
Crossplatform 4 (5.1%) 2 (2.6%)
Issues 0.62 (SD=0.21) Vv Labelselect 11 (14.1%) 8 (10.3%)
Labelupdate 2 (2 6%) 1 (1.3%)
Effectiveness 3 (29.5%) 17 (21.8%)
Alternative 6 (33.3%) 20 (25.6%)
Compliance 4 (17.9%) 5 (6.4%)
Third-party 0.61 (SD=0) X Third-party-Y/N 21 (26.9%) 21 (26.9%)

Table 1. The final codebook comprises 7 main code categories and 32 subcodes.
Columns are defined as follows: Mean IRR indicates the mean inter-rater reliabil-
ity for each category. Multiple indicates that multiple codes can apply to the same
paper. Code identifies the subcodes within each category. Papers/Code shows the
number and percentage of papers with code. Code Only represents the number and
percentage of instances where the code is exclusive to the given category.
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Fig. 1. Distribution of privacy label papers over time (2009-2024).

3.1 Community of focus

The community of focus refers to one or multiple specific populations that a
study is concerned with. Our analysis has identified four main communities: de-
velopers, users, HCI designers, and regulators. Users are the main focus of most
articles, with nearly 80 percent of analyzed papers including users as their focus.
We applied the user code (Comm-user) when articles address issues such as rais-
ing awareness of privacy labels, effective communication, or usability concerns.
For example, [53] compares the usability of privacy labels of Android and iOS
systems. Developers are the second most studied community. Developers (Comm-
developer) refers to mobile app developers. Studies focused on developers were
concerned with creating tools or recommendations for generating privacy labels.
About 57 percent of papers focus on developers. For example, [74] explored a
tool for developers to create accurate privacy labels. The third community is
HCI designers (Comm-HCI designer), focusing on innovative privacy communi-
cation design. For example, [27] examines the design of icons for understandable
privacy information. Finally, regulators are the least studied group. Regulators
(Comm-regulator) refer to government agencies, focusing on compliance with
privacy laws like the GDPR. [60] explores whether privacy labels can help data
controllers fulfill their transparency obligations under the GDPR.

3.2 Timing

The timing code refers to the point of time under which the issue of privacy com-
munication are considered, and hence can be further categorized into three sub-
code: before acquisition (of an app or device), after acquisition, and independent
(where the article does not specify). For example, [7] discusses the effectiveness
of Android permissions after the user has acquired the app. [66] offered guidance
on creating GDPR-compliant and usable privacy policies regardless of timining.
Timing is an implicit factor of privacy labels studies. The papers studied did not
necessarily articulate on this. However, this code is important for understand-
ing privacy labels research, because different timining presents various levels of
control for users, and may require different design. Our analysis revealed that
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most studies focused on privacy communication before acquisition, which may
be a result of Google and Apple mandates. As users continue to interact with
privacy labels after acquiring the app or device (and after the apps have gone
through updates), future work may need to look into after acquisition.

3.3 Method of Study

The method of study refers to the one or multiple specific methodologies. Eight
primary methodologies have been identified: surveying apps, surveying users or
developers, literature reviews, natural language processing (NLP), focus groups
or interviews, static code analysis, dynamic behavior analysis, and usability eval-
uation.

3.4 Platform

The code platform refers to the environment which a paper focuses on for its
study. We have identified five main sub-categories: 10S, Android, IoT, Other, and
Independent. Majority of the papers focus on iOS as the primary environment of
study, followed by Android. A growing platform of focus is the Internet of Things
(IoT), driven by the increasing popularity of IoT applications. For example, [20]
discusses privacy nutrition labels for IoT devices. Papers on platforms like Face-
book OS and the web fall under the Other category, e.g., [7]. The final category
is Independent, which includes studies that are not tied to a specific platform.
For example, [27] examines the designs of privacy icons.

3.5 Outcome of Study

The outcome of a study refers to the final products of the study. For example, [2]
offers recommendations for creating privacy labels for internet-connected toys to
assist parents. [24] develops a tool called Privacy Label Wiz to generate privacy
labels for iOS apps.

3.6 Issues addressed

Issues addressed refers to the primary challenges and problems that research
studies aim to solve or address. We identified nine distinct categories of issues.
AppLabel focuses on detecting inconsistencies between application behavior and
privacy labels, as demonstrated in studies such as [74]. AppPolicy examines dis-
crepancies between application behavior and privacy policies, as investigated
in works like [62]. PolicyLabel analyzes inconsistencies between privacy policies
and privacy labels, as explored in research such as [I]. CrossPlatform investi-
gates variations in privacy labels across different platforms, as studied in [68].
LabelSelect addresses the development and generation of accurate privacy la-
bels, as presented in works like [49]. LabelUpdate examines the evolution and
modifications of privacy labels over time, as analyzed in studies such as [4]. Ef-
fectiveness evaluates the impact and utility of privacy labels, as investigated
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in research like [32]. Alternative explores novel and alternative methodologies
for communicating privacy information, as demonstrated in [36]. Compliance
addresses challenges related to regulatory compliance, including adherence to
frameworks such as the GDPR and the California Consumer Privacy Act, as
examined in works like [66].

3.7 Third party

The third party code refers to whether a paper has examined or discussed third-
party libraries. For example, [33] explores inconsistencies between data collection
practices of third-party libraries and the privacy labels of Android apps.

4 Discussion and conclusion

Privacy labels research is largely driven by inconsistencies across different privacy
communication mechanisms, particularly between privacy labels and policies, as
well as discrepancies between platforms like Google and Apple. Privacy labels can
only serve as a reliable privacy communication mechanism if these inconsistencies
are resolved. Additionally, developers and end-users received the most attention
in existing privacy labels research, less has been done from the perspective of
regulators. Lastly, third-party libraries pose a significant challenge to creating
trustworthy privacy labels, as their data collection and sharing practices often
lack transparency, making it difficult to ensure the accuracy and reliability of
privacy labels.

Despite the growing body of research on privacy nutrition labels, significant
gaps remain. Current studies focus primarily on mobile platforms, particularly
iOS and Android, leaving IoT and other emerging technologies underexplored.
Future work should prioritize developing standardized methodologies to evaluate
the effectiveness of privacy labels across different platforms, address third-party
transparency issues, and explore innovative and user-friendly privacy communi-
cation strategies beyond labels. By bridging these gaps, research can contribute
to more reliable and meaningful privacy communications that improve user trust
and regulatory compliance.
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